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SINA Cloud receives first approvals for
classified information

[Essen, Germany, 11 November 2024] With the SINA Cloud, secunet
is introducing the first cloud infrastructure solution in Germany
featuring a security architecture that is being approved for
classified information (ClI) up to and including the GEHEIM
(SECRET) level. A milestone has now been reached that proves IT
security in a cloud can also meet the high standards of a ClI
approval: The German Federal Office for Information Security (BSI)
has approved two of three components of the SINA Cloud Security
Layer. With the SINA Cloud, authorities that work with Cl as well as
companies and organisations with increased security needs will be
able to benefit significantly from cloud transformation for the first
time and make their IT infrastructure future-proof. The new solution
can be seamlessly integrated into existing SINA installations.
secunet, Germany's leading cybersecurity company, is thus further

expanding its ecosystem of sovereign cloud solutions.

In contrast to cloud platforms that have been hardened retrospectively,
the SINA Cloud can be scaled flexibly. The IT security architecture is
designed in such a way that compliance with the German regulations for
classified information (Verschlusssachenanweisung, VSA) is maintained
when extensions and updates are made to the cloud stack. At the same
time, the high level of security does not result in any restrictions in terms
of functionality for cloud services and applications. The technological
basis of SINA Cloud is formed by open-source components such as the
proven OpenStack platform. This creates transparency and avoids
vendor lock-in. The security architecture of the new cloud offering uses
encryption technology that secunet also employs in its SINA IT high-
security solution. For many years, SINA has been the de facto standard

for authorities handling digital ClI.

The multi-client capability of the SINA Cloud makes it possible to process

classified data and applications from several end customers or even
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different levels of secrecy — in the case of open and VS-NfD
(RESTRICTED) — in accordance with the requirements of the VSA on
one infrastructure. This is possible because the SINA Cloud keeps this
information strictly separate thanks to its security architecture. This can
benefit, for example, authorities or companies that handle Cl and work
with several security domains or act as IT service providers for various
departments, authorities or external bodies. The solution eliminates the
need for physical separation, which significantly reduces administrative

effort and IT costs.

The SINA Cloud will initially be available as an on-premises solution and
as such will be operated directly in the customer's data centre. In
addition, a SINA Cloud operated by secunet is expected to be offered as
an laas solution from the second half of 2025. This will enable customers
to save on the resources required for operation. In this variant, the
solution will run in the sovereign, certified data centre infrastructure of

secunet and its wholly-owned subsidiary SysEleven.

“secunet is investing heavily in the cloud sector, and the SINA Cloud is
the latest result of these efforts,” says Axel Deininger, CEO of secunet.
“Now we can offer our customers in the public sector and companies that
handle classified information a turnkey solution that once again
revolutionises dealing with classified information while also creating
operational added value. Like all our cloud solutions, the SINA Cloud is
also completely ‘made in Germany’ and thus strengthens digital
sovereignty. The coming political upheaval in the US again shows how
important this aspect is. In addition, value creation, taxes, jobs and
expertise remain in Germany. We will continue to pursue this path

consistently and expand our ecosystem continuously.” SeC ur |
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Cloud, additional IT baseline protection aspects were included in the
approval.

About secunet cloud solutions

As a transformation partner, secunet supports authorities and
companies on their way to the cloud. A wide range of solutions is
available for this purpose, which can be flexibly combined — from public
to private to hybrid clouds, from Infrastructure-as-a-Service (laaS) and
Platform-as-a-Service (PaaS) to Software-as-a-Service (SaaS) and
Managed Services. All offerings are sovereign and open source-based.
secunet is gradually expanding the cloud ecosystem and developing it

further with partners and customers.

Press contact

Patrick Franitza
Spokesman

secunet Security Networks AG
KurfiirstenstraRe 58

45138 Essen/Germany

Phone +49 201 54 54-1234
Fax +49 201 54 54-1235
E-mail: presse@secunet.com
http://www.secunet.com

secunet — Protecting Digital Infrastructures

secunet is Germany’s leading cybersecurity company. In an increasingly connected world, the
company’s combination of products and consulting assures resilient digital infrastructures and the
utmost protection for data, applications and digital identities. secunet specialises in areas with
unique security requirements — such as cloud, lloT, eGovernment and eHealth. With security
solutions from secunet, companies can maintain the highest security standards in digitisation
projects and advance their digital transformation.

Over 1,000 experts strengthen the digital sovereignty of governments, businesses and society.
secunet’s customers include federal ministries, more than 20 DAX-listed corporations as well as
other national and international organisations. The company was established in 1997, is listed at Sec u r
the German Stock Exchange and generated revenues of 393.7 million euros in 2023.
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secunet is an IT security partner to the Federal Republic of Germany and a partner of the German e
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Further information can be found at www.secunet.com
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