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Materna and secunet combine administrative files and classified information in a secure electronic file solution
[Dortmund/Essen, Germany, 24 May, 2019] IT service provider Materna Information & Communications SE is currently expanding its range of secure administrative file solutions for public sector customers in collaboration with security specialist secunet Security Networks AG. In future, “secure electronic file” solutions will be created via the integration of products from both companies; these solutions make it possible for digital classified information to be handled within electronic file systems operated by national and regional governments.
[bookmark: _GoBack]Many governments manage electronic files in document management systems. These electronic file systems involve security measures that must be applied when accessing files, processes, or documents, yet they fail to meet the level of security and relevant verification standards required by provisions relating to classified information. The secunet SINA Workflow solution is specially designed to meet security rules for classified information. SINA Workflow provides a secure environment for administrative file content that needs to be categorised as classified information within the document lifecycle. When this happens, the security functions in existing electronic file systems are simply no longer able to handle this adequately. At the same time, handling of classified information involves a whole range of other requirements such as verification.
The solution enables the user to import classified information documents from an electronic file system to the secure SINA Workflow environment through an interface, register them on a “need to know” basis, process them in workflows, and issue co-signatures using the same secure environment, for example. From the point of security classification onward, the relevant documents are available in encrypted format in the restricted material repositories, and are protected against unauthorised access.
Processing of classified information in compliance with regulations
Protection of classified information against unauthorised access is a key objective of government security measures, and is vital to implementing national security policies. SINA Workflow meets all the requirements of legally compliant electronic registries and classified information processing systems, while allowing individual business processes to be realised with the documents. SINA Workflow is an integrated system consisting of secure SINA Workstations and SINA Workflow servers, with an integrated electronic classified information registry and central network storage.
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About secunet

secunet is one of the leading German providers of high-quality IT security. More than 500 experts work in the areas of cryptography, e-government, business security and automotive security, and develop innovative products in these fields in addition to highly secure and reliable solutions. secunet has more than 500 national and international customers, including many DAX companies, public authorities and organisations. The company is an IT security partner to the Federal Republic of Germany and a partner of the German Alliance for Cyber Security. 
secunet was founded in 1997 and achieved revenues of EUR 163.3 million in 2018. secunet Security Networks AG is listed on the Prime Standard of the German Stock Exchange.

Further information can be found at www.secunet.com.




About Materna Information & Communications SE

As a leading IT service provider, Materna employs more than 2,100 people worldwide, and achieved revenues of €254 million in 2017. Materna covers the entire range of services typically offered by a full service provider in the premium segment, from consultancy through to implementation and operation. Materna also advises and supports businesses and government in all aspects of digitalization, and also delivers customised technologies for agile, flexible, and secure IT. Customers include IT organisations and departments within companies and public administration. Materna is structured across five business lines: IT Factory, Digital Enterprise, Public Sector, Mobility, and Heidelberg-based SAP consultancy cbs.

Further information:

Materna Information & Communications SE
Corporate Communications
Christine Siepe
Voßkuhle 37, 44141 Dortmund
Tel.: +49 231/55 99-1 68
Email: Christine.Siepe@Materna.de
http://www.materna.de
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