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With the eID PKI Suite,
secunet offers its standard PKI,
tailored to meet all the
requirements for issuance,
infrastructure and control.
The design particularly
focuses on the international
exchange of certificates and
other relevant information.
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to be established (BAC|SAC|PACE) and access to
sensitive data is granted to an Inspection System
(IS) if a certificate with sufficient entitlements is
available for the mechanism of Terminal Authentication. A technical infrastructure is required to
provide a valid certificate chain for the entitlements. Due to their very short validity, handling of
Certificate Revocation Lists (CRLs) is not necessary. The three-layered infrastructure consists of a
national trust anchor (CVCA) that is connected via
a centralised interface called “SPOC” to the issuer
(DVCA) of CV certificates for the Inspection System.

ICAO PKI
Authenticity and integrity of an eID can be checked

Benefits
■

One product meets all important eID PKI requirements

■

Flexible in terms of signature
components and certificate
handling

■

Supports all relevant standards
and protocols

by the verification of the electronic signature of the
eID data. ICAO has introduced the mechanism which
is used for this validation check: Passive Authentication. A complete PKI with the Country Signing Certificate Authority (CSCA) as the national trust anchor
and the Document Signer as document manufacturer
has to be provided. The exchange of the certificate
data can be processed via the ICAO-PKD, a global
and up-to-date directory, and a national directory.
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which is realised by integrating HSMs or smartcards.

