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This way, biomiddle can integrate the best possible 
technology available on the market into the various 
applications. Thus, solutions exactly meeting the 
individual requirements of the respective applica-
tion emerge. Due to the exchangeable plugins, the 
flexibility and expandability of the entire system 
are maintained.

Approved by public authorities

The biomiddle middleware has established itself in 
many administrative capture and border control 
projects, both nationally and internationally.

Easy integration into existing 
applications
biomiddle communicates with client applications 
via a service-oriented interface; i.e., the functions 
can be provided, or rather accessed, through the 
network, irrespective of the system platform and 
programming language of the application. 

Due to the service-oriented interface, several 
applications can also access the embedded 
hardware and software components at the same 
time and without capacity contention.

biomiddle is a flexible and easily expandable 
platform for biometrics and eID applications. By 
making use of internationally standardized inter-
faces, biomiddle enables modular use of biometric 
technologies also in complex application scenarios. 
The partial exchange or the upgrade of partial 
components in the entire system is thus possible  
at any time. biomiddle communicates with client 
applications via a service-oriented interface; this 
makes it independent of system platforms and 
programming languages. 
 

Born to be modular: biomiddle

The modules of biomiddle combine and provide 
the functions of the respective area and, thus, 
allow for access to ICAO Doc 9303-compatible  
ID documents, biometric capture, matching, and 
verification components as well as to external sys-
tems. The base technologies used are integrated 
with a service-oriented plug-in mechanism. 

As a joint project with the German 
Federal Office for Information 
Security (BSI), biomiddle is interna-
tionally recognized as the reference 
implementation and preferred 
architecture for biometrics and 
applications around the International 
Civil Aviation Organization (ICAO) 
Doc 9303-compatible ID documents.
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Clearly defined interfaces

biomiddle implements the High Level Document 
Check (HLDC) interface and XML-based workflows 
for controlling check processes according to the  
BSI TR-03135 standard. Intermediate results can be 
provided while a document is being read. In addition, 
a detailed evaluation report is also created on an 
XML basis. Electronic ICAO Doc 9303-compliant  
ID documents are read and verified via the BSI-spec-
ified ePassportAPI - internationally recognized as  
a reference implementation and an integral part  
of the prominent Golden Reader Tool (GRT). The 
oPassportAPI supports reading and verification of 
optical features of viewed documents based on the 
performance of the full-page readers used. 

Biometric hardware and software components are 
imbedded and used by biomiddle via an integrated 
BioAPI 2.1 framework according to ISO/IEC 19784-1, 
default SOAP API, and processing and log formats 
compliant with BSI TR-03121. Biometric processes 
are implemented in services. The interface and the 
behavior of these so-called Biometric Service 
Providers (BSP) are clearly defined through these 
standards. Hence, each technology for which a  
BSP exists or for which a BSP is feasible can be used. 

At a glance
	■ 	Service-oriented API access: Efficient  

interaction with leading biometric sensors,  
passport reader, and workflows.

	■ Configuration independence: Effortless tran
sitions between providers, biometric devices,  
and algorithms without having to make changes 
to the core applications.

	■ Compliant and secure: Implements SOAP with 
XML-based protocols, compliant with current and 
future regulations and security standards.

Quality algorithms and background systems are also 
integrated via a mechanism based on BioAPI 2.1. In 
control infrastructures, biomiddle can cooperate 
with PKI systems such as a Terminal Control Centre 
(TCC). Here, master lists of the ICAO PKD and EAC-
keys compliant with BSI TR-03129 are used. 

Decoding Biometric Data Blocks is enabled 
according to the following standards: 

	■ ISO/IEC 19794-4, ISO/IEC 39794-4 (Finger)
	■ ISO/IEC 19794-5, ISO/IEC 39794-5 (Facial)
	■ ISO/IEC 19794-6, ISO/IEC 39794-6 (Iris)

Additionally, customized solutions, like using smart 
cards or decoding Biometric Data Blocks according 
to the aforementioned standards, are possible too.



More information:
secunet.com/en/biomiddle Fa
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References

biomiddle enhances border control and visa applications  
in Estonia
The biometric middleware for around 500 workstations in the 
Ministry of Foreign Affairs, the Border Control Authority, and 
the Police Service Bureaus of Estonia comes from secunet: 
In the embassies, biomiddle optimizes the visa application pro-
cess more than 150,000 times per year. It manages the 
components used to capture the biographical and biometric 
data required for VIS, EURODAC and the document manage-
ment system’s fingerprint enrollment as well as for EES. 

At border control checkpoints, biomiddle enhances stationary 
and mobile border control. It coordinates optical and elec-
tronic document checks, as well as standard biometric 
functions for data acquisition, quality assessment, and verifi-
cation. 

In each application, the biomiddle takes into account the lat-
est technical guidelines of the BSI or its relevant standards 
required.

Europe’s most modern system for visa and document 
control launched at the Zurich airport 
As part of the “Greko NG” project and as a general contractor 
for the Zurich cantonal police, secunet has completely 
revamped the existing border control infrastructure at the 
Zurich Airport and equipped around hundreds of workstations 
with a modular border control system: secunet biomiddle is at 
the heart of this solution. This middleware is a standardized 
core component that forms the interface between the pass-
port reader, the fingerprint scanner, and the border control 
application while ensuring modularity. 

The secunet bocoa border control application has been tai-
lored perfectly to the needs of the Zurich cantonal police. 
Thanks to the ergonomically designed user interface, border 
officials can see all important data at one glance during iden-
tity checks. 

The new system, which is continuously improved, enables the 
data from all machine-readable ID documents to be fully 
examined. Hundreds of employees of the Zurich cantonal 
police were trained prior to the roll-out and are well prepared 
for the new processes. The border control system’s modularity 
currently allows the Zurich cantonal police to easily implement 
the european “Entry/Exit System” (EES).

Target platforms

biomiddle runs under Windows 10 and 11. biomiddle 
for mobile devices supports Android and iOS versions. 

Supported devices and moduls

The supported devices and modules (e.g., passport 
readers, biometric sensors, biometric algorithms) and 
their dependencies are subject to regular updates. For 
a current and complete overview, please contact us 
at any time. 


