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With the SINA Workstation S,
users can work securely
and comfortably from

anywhere.

This all-in-one solution, featuring smartcard-based
two-factor authentication, disk encryption, and
IPsec-secured communication, is approved by the
German Federal Office for Information Security
(BSI) for processing classified information.

Whether as a desktop, notebook, or tablet, the
SINA Workstation enables users to operate securely
and conveniently within their familiar working
environment at any time. Through a secure VPN
connection, they always have access to network-
based data and documents, and can use familiar
applications such as email and word processing
from anywhere. Integrated audio and camera
functions enable telephony and video conferencing
without the need for external devices.

Proven Security Architecture

The SINA Workstation runs workplaces such as
Windows or Linux and their respective applications
in a virtualized environment within the SINA
operating system. This ensures strict separation —
between the workplaces themselves and from the
hardware. This architecture significantly reduces
cyber risks. For example, external devices cannot
access the working environments directly. They
must first be explicitly assigned to a specific
workplace before use. This interface control allows,
among other things, the complete deactivation of
USB stick usage.

All disk access and network connections are
automatically encrypted, with no user intervention
required. The firmware is protected by SINA Secure
Boot, ensuring that only software that is approved
by the BSI and signed by secunet can be executed
on the device.

Access Only with
Secvurity Token

Access to encrypted data is only possible with the
user’s PIN-protected SINA ID token. If desired, the
SINA Workstation can automatically launch the
standard workplace after PIN entry. The token—
available as a smartcard, USB token, or microSD
card—contains initial configuration data and

the security relationships for the Workstation.

It also serves as a secure storage location for
cryptographic keys and certificates.

Multi-Session

Thanks to the virtualization technology of the SINA
operating system, all workplaces are completely
isolated. Multiple workplaces can be operated in
parallel, and may belong to different security
domains. This allows, for example, simultaneous
work in a classified internal network while browsing
the public internet in another session—without risk
of compromising the secure network with malware.

Remote Workplaces

Workplaces don’t have to run locally: the SINA
Workstation includes integrated remote workplaces
(thin clients) that enable VPN-secured access to
terminal servers. A variety of industry-standard
protocols, such as Citrix ICA and Microsoft RDP, are
supported.



Optimal Connectivity

Optionally, the innovative SINA SOLID technology
can be enabled for the Workstation. It ensures
optimal connection to internal networks for users
working from home or on the go.

Connections can be made via any available
SINA VPN gateway, which is especially useful in
cases of device failure or high network load.

SOLID also enables peer-to-peer connections
between SINA Workstations. Data-intensive

traffic such as voice or video communication can
bypass network bottlenecks, maintaining direct
communication paths even in the event of network
disruptions.

Exchange, Backup, and Restore

Thanks to virtualization, the same virtual system is
always available to the user—regardless of the hard-
ware. This simplifies administration and makes

hardware upgrades or replacements straightforward.

The system includes comprehensive backup
features, allowing entire workplaces (e.g., a full
Windows setup) to be saved. This makes it easy to
restore all data and settings in the event of device
change, error, or compromise, ensuring a seamless
continuation of work.

Design and Accessibility

The features of the SINA Workstation are designed
with user-centered design principles and
accessibility in mind. Via the SINA system bar and
control center, users can switch between
workplaces or manage connected hardware. The
intuitive interface can be customized—including
scaling font sizes, adjusting contrast, and enabling
keyboard control or audio output for navigation.

SINA Apps

SINA Apps expand the functional scope of the
SINA Workstation. They operate as specialized
workplaces with defined tasks. For example,

SINA Apps enable users to safely connect to public
Wi-Fi hotspots, scan unknown files for malware,
browse the internet securely, and use collaboration
tools in workplaces that are completely isolated
from classified data.

Additional Features

With the clipboard function or virtual USB drive,
data can be exchanged between different
workplaces. Multiple external monitors can be
connected to the SINA Workstation, and the display
layout can be adjusted according to individual
preferences. An integrated energy-saving mode
helps to extend battery life.

Central Management and
Remote Administration

The configuration of the SINA Workstation
within a network is managed centrally through
SINA Management. An integrated Public Key
Infrastructure (PKI) with associated user
management supports essential administrative
processes related to the SINA ID token. These
include token personalization, management of
PINs and PUKs, and generation or updating of
cryptographic keys and parameters.

The SINA Administration can remotely assign or
revoke user rights and change configurations.
Powerful tools are available to support easy rollout
and remote management, and can be integrated
into existing administrative workflows.

Benefits

m Two-factor authentication, hard disk
encryption, and an integrated VPN

m Parallel working in several Windows or
Linux workplaces

m Centralized management and remote
administration

m Approved for German national RESTRICTED
(VS-NfD), NATO RESTRICTED,
RESTREINT UE/ EU RESTRICTED

m Offline approved for German national
CONFIDENTIAL (VS-VERTRAULICH)*,
NATO CONFIDENTIALY,

CONFIDENTIEL UE/EU CONFIDENTIAL*/**



BSI Approvals Approval-related
construction classes

The SINA Workstation S is approved by the Federal

Office for Information Security (BSI) for the [ | m

processing, storage, and transmission of classified

data of the classifications RESTRICTED. It is designed Performance data

for use in both national and international secure

SINA Workstation S

National Networked: German national RESTRICTED (VS-NfD)
networks. Approval Levels Offline:  German national CONFIDENTIAL

(VS-VERTRAULICH) *

International Networked: NATO RESTRICTED, RESTREINT UE /

Approval Levels EU RESTRICTED

Offline: NATO CONFIDENTIAL* CONFIDENTIEL UE /

EU CONFIDENTIAL*/**

Software Version 35

Authentication Token SINA ID token

Technical Specifications

SINA Workstation S Lenovo X13 Lenovo L14 Lenovo T14 Lenovo L16 Lenovo T16

Performance data

Display Size, Type 13.3” WUXGA IPS 14" WUXGA IPS 14" WUXGA IPS*** 16" WUXGA IPS 16" WUXGA IPS***
Resolution 1920 x 1200 1920 x 1200 1920 x 1200 1920 x 1200 1920 x 1200
CPU Intel® Core™ Ultra 5 125H Ultra 5 125H Ultra 5 125H Ultra 5125H Ultra 5 125H
RAM 32GB DDR5 32GB DDR5 32/64GB DDR5 32/64GB DDR5 32/64GB DDR5
Boot medium Solid State Disc  1TB SSD 1TB SSD 1TB/2TB SSD 1TB/2TB SSD 1TB/2TB SSD
Interfaces
UusB Standard 2xUSB 3.2,2x USB-C 2x USB 3.2,2x USB-C 2xUSB3.2,2x USB-C 2xUSB3.2,2xUSB-C 2x USB 3.2, 2x USB-C
Smartcard For SINA
reader smartcards ‘/ ‘/ ‘/ ‘/ ‘/
Network Gigabit Ethernet Gigabit Ethernet Gigabit Ethernet Gigabit Ethernet Gigabit Ethernet
WLAN, LTE WLAN, LTE WLAN, LTE WLAN, LTE WLAN, LTE
Sources
Authority customers in Germany can acquire SINA components from the * Special requirements, e.g. in terms of tempestation of the hardware
framework contract of the Procurement Office of the German Federal being used, can be found in the approval documentation.
Ministry of the Interior. All other national and international customers ** For German national use only.
are welcome to contact secunet directly. *** 2TB version with multitouch display and integrated electronic

privacy filter.
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