
Today, working on the move is an essential part of our everyday lives. The desire for smaller, 
more manageable and lighter devices that can reproduce the full range of functions of a  
PC is growing. SINA Mobile does not only offer a wide range of functions and applications, 
but also the highest level of security: Approval for German national RESTRICTED (VS-NfD) 
classification is being sought from the German Federal Office for Information Security (BSI).

Contact us here   info@secunet.com 

SINA Mobile
The smartphone 
turns into a client

Wide selection of hardware
SINA Mobile is an application suite that can be run  
on all SAMSUNG Knox Enterprise devices with Android 
operating system. This creates flexibility while 
maintaining the familiar graphical user interface.

Secure access to the corporate network
An integrated VPN module in the app allows the user 
to conveniently connect to the company’s SINA 
infrastructure. When the VPN is switched off, the open 
Internet remains accessible and private apps from the 
Google Play Store can be used without restrictions.

High-performance streaming client
A viewer on the smartphone allows data up to 
 German national RESTRICTED (VS-NfD) classification 
to be processed securely. The streaming client 
relocates high-performance applications to the 
secure Cloud. This means that no classified documents, 
files or messages are stored on the device itself.

Integrated security anchor
SINA Mobile offers user-friendly two-factor 
authentication. All security features are mapped  
to a hardware security anchor. Together with a PIN, 
it forms the cryptographic key of the system.

Desktop mode
It is possible to connect the smart phone to a monitor. 
With a mouse and keyboard, one gets a highly  
mobile, secure and modern work station – and new 
ways to work:

Photos taken with a smartphone can be conveniently 
edited on the workstation. Documents can be created 
on the workstation and then conveniently signed by 
touch input on the smartphone.

Central MDM
SINA Mobile is managed via the SINA Management 
software. This ensures mass roll-outs, remote updates 
and configuration via the corporate network, and the 
smartphone integrates seamlessly into the SINA 
infrastructure.

Benefits
 ■  High hardware flexibility and familiar working 

environment
 ■ Private apps can still be used
 ■  Secure compartmentalization of German national 

RESTRICTED (VS-NfD) data through streaming client 
with VPN connection

 ■  First smartphone in its security class with a desktop 
mode for limitless working

 ■  Seamless connection to an existing SINA 
infrastructure

 ■  Approval according to German national RESTRICTED 
(VS-NfD) classification underway
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