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The day the excava-
tor tears through the 
fiber optic cable…

It happens more often than you think: thousands of 
passengers face delays and flight cancellations 
due to an IT outage at an airline. At least it did not 
take long to find the cause: an excavator had 
ripped through several fiber optic cables during 
construction work on a railroad line. The result: 
nothing works at the airport.

A network outage can occur for many reasons – 
even if it is a mishap during construction work. The 
consequences can be far-reaching. For an airline, 
this can mean disruptions to its flight operations.  
It can also affect a public authority and prevent it 
from providing services to the public.

Therefore networks must be built that are as future-
proof and crisis-proof as possible. A stable 
connection is ultimately of fundamental 
importance so that employees are able to perform 
their duties. This is a challenging task for public 
authorities and companies subject to increased 
security requirements.

Susceptibility of static 
networks to crises
VPN gateways, such as the SINA L3 Box S, can be 
used to secure networks across multiple locations 
via IPsec protocols. The gateways also enable 
employees to securely connect their terminal 
devices to the intranet and access internal services.
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If the connection between two locations is lost, 
employees at the locations are no longer able  
to access the servers of the other location. 
Depending on the dimension, the fault may also 
affect services such as telephony. Due to the 
complexity of networks and the geographical 
distribution of services, such incidents cannot be 
predicted, despite the most thorough (manual) 
planning.

In addition, static networks that are configured 
manually are error-prone and cost-intensive.

Location A

Location B

Location C

Static networking

What is SINA?
The Secure Inter-Network Architecture SINA 
enables employees of public authorities or 
companies to handle sensitive and even classified 
information securely – inside or outside of the 
office. Perfectly coordinated network components 
and clients ensure encryption and separation of 
data with different classifications, both locally and 
during transfer over open networks.
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The transparent and secure overlay network coordinates the VPN mesh itself. It controls the dynamic arrangement  
of all SINA L3 Boxes in a logical ring.

Automatic routing

SINA SOLID solves the problems of static 
configurations by establishing the best possible 
data connection within the network. SOLID stands 
for “Secure Over-Lay for IPsec Discovery”, which 
enables IPsec VPN connections to be routed 
automatically. During this process, the security 
features of IPsec and SINA are never compromised.

Whenever the connection between two locations  
is interrupted, the SOLID technology automatically 
reroutes it within a few seconds without the 
administration having to take manual action. If the 
direct connection between location A and location 
B is broken, the data traffic between A and B is 
redirected via location C. The network reacts 
dynamically and independently to changes. 
Routing information is kept within the network itself 
and regularly optimized.

The automatic, optimal crypto routing also works 
when new routes, locations and devices are added. 
If a new SINA L3 Box S is put into operation, the 
network reorganizes itself independently.

SINA SOLID therefore significantly reduces the 
administrative workload for large and complex 
networks.

Geo-redundant cluster

SINA SOLID renders each location cluster-capable. 
It provides a hot-standby-like network in which all 
SINA L3 Boxes are on standby in case systems fail. 
These clusters can also be distributed across 
several locations that are remote from each other, 
with the result that geo-redundant clusters 
increase reliability. (External) load balancers are 
thereby no longer required.
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From research to practical application

SINA SOLID is the result of an award-winning research collaboration with the Ilmenau 
University of Technology. The central idea of the Ilmenau research team at the Faculty of 
Computer Science and Automation was to arrange the gateways in a ring configuration  
with additional cross-connections to also support indirect scenarios (SINA L3 Box S after  
SINA L3 Box S). After achieving initial success in 2010 and undergoing several years of 
development, SINA SOLID received approval for German national RESTRICTED (VS-NfD) 
scenarios from the German Federal Office for Information Security (BSI) in 2017. 

In another research project with Ilmenau University of Technology, HEAT (High-Speed 
Encryption Acceleration Track) was developed – a feature for accelerated network 
encryption. Together with SINA SOLID, maximum performance is achieved.

The best possible client 
connection 
The benefits of SINA SOLID have already been 
available in SINA L3 Box S for a while. You can now 
also exploit its advantages for SINA Workstation S. 
This means that SOLID technology not only 
optimizes site networking – even SINA Workstations 
are automatically connected to the network in the 
best possible way (almost like a mobile location). 
This is advantageous, especially in the event of  
a crisis. 

That is because the data traffic is usually routed 
via central access gateways, and this poses  
a problem in the event of a failure in the system.  
If the access gateways are not accessible despite 
the redundancies put in place, employees can no 
longer access the intranet or use central services.

Clever routing instead of 
bottlenecks 
With SINA SOLID, on the other hand, the SINA 
workstations can also connect to a geo-redundant 
cluster at a different location. This is because, with 
SINA SOLID, it is no longer necessary to pass 
through the central access points. The route can go 
via any of the available SINA L3 Boxes, depending 
on which path is currently considered the most 
suitable. As there are many potential routes, no 
central bottleneck is created. Given the constant 
increase in data traffic, it is a major step towards 
greater resilience.

Optimally connected
How SINA Workstation S benefits 
from SOLID technology.

5



This opens up completely new possibilities for 
communication between the SINA Workstations S. 
SINA SOLID enables a direct connection (peer-to-
peer) between the devices. Firstly, this relieves the 
central access points, because telephony and video 
data no longer have to pass through a bottleneck.

Peer-to-peer communication 
for SINA Workstation

Secondly, it increases network resilience in the event 
of outages. Even if the connection between the 
locations is broken, the SINA Workstations can 
continue to communicate with each other. When 
configured appropriately, existing bilateral (video) 
telephony connections are maintained.

It is still possible to use peer-to-peer applications 
that work without a central server. In principle,  
it is therefore also possible to establish a new 
connection. So the function offers great potential 
for solutions that facilitate crisis communication in 
the event of a central server failure.

Full meshing for enhanced 
resilience
SINA SOLID creates a fully meshed VPN network.  
It makes the network crisis-proof in the event of 
outages and bottlenecks. In the event of device 
failure, connections are automatically transferred 
to other VPN gateways in under ten seconds.

The technology also helps to prevent sabotage 
through denial-of-service attacks (DoS attacks),  
in which servers are bombarded with targeted 
requests until they fail.

SINA SOLID is the first product for dynamic and 
automated VPN full meshing to receive approval 
from the German Federal Office for Information 
Security (BSI). Thanks to the flexibility of the solution 
and the expected high level of security in the data 
transmission and connected systems, SINA SOLID 
stands out from its competitors on the market.

Peer-to-peer communication and distributed server access

SINA Workstation S Internet
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SINA SOLID… 
	■ reduces operating costs in large and 

complex networks through automatic 
optimization and configuration 

	■ enables multi-client capability for 
gateways and clusters 

	■ eliminates the need for load balancers 
for gateway clusters by automatically 
distributing IPsec connections to the 
available SINA L3 Boxes

Keeping an overview with  
SINA Monitoring
SINA SOLID automatically detects errors and 
failures and reacts before they become a problem. 
Nevertheless, there are situations where manual 
intervention is necessary, for example to replace 
devices or repair cables.

This is where SINA Monitoring, which was developed 
to monitor the operation of SINA components, ties 
into the product family. Not only does it provide an 
optimum view of the current network status, it also 
sends out alerts in the event of errors and provides 
diagnostic tools.

The overlay network provides valuable data for 
monitoring SINA SOLID in real time. The data  
will be optimally processed and analyzed by  
SINA Monitoring.

	■ automatically transfers ongoing connections to 
other SINA L3 Boxes in under ten seconds in the 
event of a failure

	■ facilitates capacity management and error 
management through real-time monitoring of 
SINA L3 Boxes and clients

Location B

Location A

Location C

Location D
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secunet – protecting 
digital infrastructures
secunet is Germany’s leading cybersecurity 
company. In an increasingly connected 
world, the company’s combination of 
products and consulting assures resilient 
digital infrastructures and the utmost 
protection for data, applications and digital 
identities. secunet specializes in areas with 
unique security requirements – such as 
cloud, IIoT, eGovernment and eHealth. With 
security solutions from secunet, companies 
can maintain the highest security standards 
in digitisation projects and advance their 
digital transformation. 

Over 1,000 experts strengthen the digital 
sovereignty of governments, businesses 
and society. secunet’s customers include 
federal ministries, more than 20 DAX-listed 
corporations as well as other national and 
international organisations. The company 
was established in 1997, is listed at the 
German Stock Exchange and generated 
revenues of approximately 407 million euros 
in 2024.

secunet is an IT security partner to the 
Federal Republic of Germany and a partner 
of the German Alliance for Cyber Security.

secunet Security Networks AG
Kurfürstenstraße 58 · 45138 Essen · Germany
T  +49 201 5454-0 · info@secunet.com 
secunet.com

More information:
secunet.com/en/sina


