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Secure Climate

FProtection

Intelligent power grids, also called
smart grids, will soon be popping up
all over Germany. Power lines will then
be used to transmit data in addition
to electricity. Therefore, they must be
protected against manipulation and at-
tacks. But what is inducing the Federal
Government and energy providers to
undertake such a Billion Euro project?

Renewable energies

On the one hand, the proportion of re-
newable energies will continue to grow.
However, the volume of solar and wind
energy generated depends on the time
of day and the weather. In order to get
the right balance of energy generation,
several power plants will be amalgam-
ated into a virtual power plant. Com-
ponents which can be regulated can
be used for smoothing purposes. It is
critical that communication between
the segments involved be reliable and
secure to ensure that the virtual power
plant works properly.

Not only can the generation of energy
be regulated — consumption can also
be controlled. Communication be-
tween energy producers and electrical
devices in households and companies
can cause these devices to switch on
automatically when Baltic Sea winds
are blowing at force 8 and a lot of en-
ergy is being produced. The advan-
tage for consumers: they are provided
with environmentally compatible and
economically priced energy, because

14 » secuview 1/2010

sufficient volumes are available. The
advantage for producers: they can sell
green electricity if it can be produced in
suitable quantities. In this case as well,
reliable and highly secure communica-
tion between producers and consum-
ers is a basic prerequisite for secure
energy provision.

Distributed energy gen-
eration, distributed storage

With growing numbers of pholtovol-
taic systems, cogeneration plants and
heat pumps in private households, the
amount of locally produced energy is
growing. Consumers buy and sell en-
ergy: the “prosumer” has come of age.
Owners of electric vehicles can also
become prosumers. Vehicle batteries
numbering in the millions represent an
enormous energy storage potential -
energy which may not be needed by
the vehicle owner and which may be
made available to other consumers in
the interim. The accounting and bill-
ing of this energy business conducted
among private persons, companies
and energy providers require suitable
data lines and most importantly highly
secure communication.

Data protection and mani-
pulation security

All new technology draws criticism:
first and foremost, there is objection
to insufficient data protection. If en-
ergy consumption data is transmit-

ted practically live via the Internet, it
is possible to use this data to deduce
consumption habits and thus lifestyle
habits. The risk: if a household uses
no energy over the course of an eve-
ning, criminally-minded persons with
access to this consumption data might
conclude that the house is empty and
commit burglary. And Hackers would
have no problem manipulating billing
documents.

Therefore, secunet has joined forces
with renowned research and industrial
partners to form a smart grid security
initiative. The collaborative objective is
to counter the risks of espionage and
manipulation of energy data by means
of strong encryption solutions, signa-
tures and database security. With the
appropriate technology, reliable authen-
tication of the parties involved in the
smart grid is possible. “We can put our
extensive experience in the area of IT
security to use for reliable security in
energy data networks,” says Thomas
member of the Board of
“With the combined know-
how of our partners, end customers

Koelzer,
secunet.

can take advantage of the smart grid
without concern.” m

» More information:
Thomas Stiirznickel
Phone: +49-201-5454-2000
thomas.stuerznickel@secunet.com



How Long Does It
Take to Go from

10,000 to

Our answer: less than three years. That
is the amount of time that elapsed
between selling the 10,000th SINA
component and the 20,000th. We are
looking back with pride to the CeBIT
2007, when we symbolically presented
Dr. Wolfgang Schéuble, then Minister
of the Interior, with the 10,000th SINA
device.

SINA left the starting blocks with the
German Federal Government’s move
from Bonn to Berlin and the call to use
existing IT infrastructures and the Inter-
net for the processing and transmission
of various categories of classified data.
That was at the end of 1999. Almost
ten years passed from the beginning of

the development project and the ship-
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ment of the 20,000th SINA component
in September 2009. Based on a rough
system architecture outline created by
the BSI, a product line emerged during
this period which is being used suc-
cessfully wherever there is a need to
store classified and other sensitive data.

Using a holistic architectural approach,
SINA addresses the most important
aspects for modern processing of clas-
sified data using stationary and mobile
thin and fat clients, VPN and one-way
gateways, line encryptors and appro-
priate management. All of these com-
ponents enable secure processing,
storage and transmission of classified
data of various categories and, soon,
secure verification too.
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It took eight years to go from 0O to
10,000. And three years to go from
10,000 to 20,000. For the BSI, this
makes SINA the most successful de-
velopment-driven national crypto prod-
uct family in the high-security sector.
And from 20,000 to 30,0007 We will
have to wait and see. But we are opti-
mistic that we will soon be able to pro-
vide more details. ®

» More information:
Dr. Michael Sobirey
Phone: +49-201-54 54-3501
michael.sobirey@secunet.com

Respective approval levels require com-
pliant configured SINA components. For
approval-compliant use, the specifica-
tions and security guidelines contained
in the appendices of the applicable BSI
approval certificate have to be followed.

*preliminary approval expected in March 2010




ates

» RSA Conference - San Francisco — 1-5 March 2010
» CeBIT - Hannover — 2-6 March 2010

» Workshop ,IT Security on Board* - munich - 23 April 2010

» Infosecurity Europe - London — 27- 29 April 2010

» heise Security Tour - Hamburg, Duesseldorf, Munich, Stuttgart — April/May 2010

» AFCEA exhibition - Bonn-Bad Godesberg — 5-6 May 2010
» IDC IT Security Roadshow - Istanbul, Aimaty, Belgrade — May/June 2010

» SINA User Day - Bonn - 8-9 June 2010

» PITS Public IT Security - Berlin — 6-7 October 2010
» Biometrics - London — 19-21 October 2010

» it-sa - Nuremberg — 19- 21 October 2010

» Cartes - Paris - 7-9 December 2010
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CeBIT 2070 in the Sign of
Connected Worlds

“Connected Worlds” is the motto of this year’s CeBIT in
Hannover. Connected Worlds have become an inherent
part of all aspects of business and personal life. The reli-
able operation of all networked systems hinges on IT secu-

rity. Once again, the IT security community will be gather-
ing in Hall 11 from 2 to 6 March, where secunet will be at
stand D 45 to present sophisticated solutions for security in
your “Connected World”.

Our top issues at CeBIT 2010:

B Biometrics — elDs, ePassports, biometric visas

Visit us

from 2 to 6 March 2010

M Data loss prevention

= De-Mall connector in Hall 11, Stand D 45.

B E-mail archiving

B secunet wall 2 Would you like to arrange an appointment

B secunet multisign with us in advance? Then send an e-mail to

B SINA product family CeBIT2010@secunet.com.
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